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Abstract—Cloud computing is considered as a flexible business
and technological model for providing an efficient operating
environment due to its significant features such as scalability,
flexibility, availability disaster recovery, software-on-demand,
and accessibility. Since cloud computing is an open access global
technology, there are several security threats that might take
place from malicious users. Clients are reluctant to trust and
adopt this paradigm because of threats that can compromise the
security of their confidential data which results into a major
barrier for adopting the cloud paradigm. In this research paper,
we emphasize the significance of cloud computing and propose a
conceptual model for developing a Secure Cloud Computing
Infrastructure (SCCI). Our contribution consists of several
security tools and techniques such as Trusted Virtual Domains
(TVDs), Security as a Service (SECaaS), Intrusion Detection
Tools, Trusted Platform Module (TPM), virtual TPM (VTPM).

Keywords- Cloud Computing, Security and Trust Issues, TPM,
VTPM, TVD, SECaaS

|. INTRODUCTION

Cloud computing refers to a business model that has
inherited the benefit of other technologies such as distributed,
pervasive, ubiquitous, utility computing and virtualization to
offer cost effective and scalable IT services to industries,
organizations and individuals [1-2]. Cloud computing provides
significant cost-effective and attractive services to the
organizations that are described in further detail as follows.

A. Scalability and Flexibility

According to the proposed business model for cloud
computing, users only pay for the computing resources they
use. No need to buy new hardware, software or pay for
maintenance and upgrading, only need to pay for the amount of
services used. In the past and some existing solution, they need
to purchase the infrastructure utilities at a fixed cost that
normally became an issue of under or over-utilized
infrastructure. Being a client of cloud services, an organization
can just acquire the basic resource such as applications,
software or data storage size and they can scale up or down
whenever is required on-demand. Scalability also allows for
rapid escalations in demand at peak times. Therefore, there is
no need to plan usage levels in advance [3]. In short, an
organization can simply have the flexibility of expanding or
shrinking their infrastructure without any loss or management
effort.
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B. Availability and Disaster Recovery

Cloud Service Providers (CSPs) also provide the required
disaster recovery infrastructure and plan [4-5]. They provide
recovery system and replication of data at several geographical
locations such as cities, countries or states that are permitted by
law, and they maintain procedures for the accurate and reliable
retrieval of data [6]. Due to disaster recovery plan
organizations can safely assume that they are highly saved
from facing downtime issues and loss of data because of
efficient troubleshooting tools and procedures used by the
CSPs.

C. Software on Demand

Organizations can deploy their applications on Cloud
Computing Infrastructure (CCI) that can be accessed anytime
remotely without installing or configuring them. They don’t
need to worry about backing up or losing their data as it should
be safely stored in the cloud with large storage capacity
provided on pay-per-use basis. Client’s data and applications
can be accessible from any location via range of heterogeneous
devices and they never face issues regarding downtime or
scheduled maintenance disturbances [1] also they are not
required to pay for licensing cost, installation and upgrading of
applications.

D. Pervasive and Ubiquitous Accessibility

The systems deployed on a CCI, can be accessible online
from any electronic device interface such as smart phones,
tablet, notebook, laptops or PCs anytime and from any
location. [7]. If organizations are always using the cloud based
systems and storing their data on cloud, they are not required to
carry backup or storage device, their workload will be saved on
the cloud storage and will never get lost due to use of backup
and recovery services and it can be accessed within the
organization, home or across the border.

I1. SECURITY: A BARRIER IN ADOPTING THE CLOUD
PARADIGM

Although there are significant flexible and efficient features
that cloud computing can provide to organizations. However,
security on a CCl is not trustworthy and it is rapidly growing
concern that needs to be addressed [8]. When data of a client is
at the datacenter of cloud CSP, there are obvious chances of
security, hack, theft and various malicious activities that can be
performed by illegal users such as hackers. Cloud computing
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datacenter environment is overloaded with trust issues [9].
Before moving to the cloud, organizations need assurance that
their sensitive information is protected from compromised
security procedures and their applications are available
whenever demanded [10] [11]. Due to security and trust issues
in cloud computing, organizations are not yet ready to adopt
the paradigm of cloud computing which creates a major
obstacle to leverage the significant advantages of cloud
services. In order to overcome the security issues. In this paper
we have provided a conceptual model to develop an SCCI.

I11. RELATED WORK

This section describes some of the valuable contributions
by the researchers. [12] designed Trusted Virtual Datacenter
(TVDc). The aim of TVDc is to provide a safety net that
reduces the risk of security issues that take place by misusing
the VMs with the help of malicious software. [13] Proposed a
trusted VMM with the use of encryption methods. This
technique is referred as CloudVisor. It is implemented as a
security monitor that runs in the highest privileged mode even
more than the hypervisor. Once the CloudVisor runs then it
starts the hypervisor that executes in the least privileges mode.
In order to enforce protection and isolation, CloudVisor
monitors the use hardware by VMM and VMs. CloudVisor
uses security authentication TPM for secure boot-up and
encryption of VMs data. [14] Proposed the TVMM by using
TPM as root of trust by implementing it on Xen hypervisor.
The VTPM provides the isolation security between VMSs so no
any VMs can access the resources of others. [14] Also
proposed a page-based encryption method. This method uses
the secret key managed by the hypervisor to encrypt all pages.
Encryption uses AES-128 in CBC mode, and hashing uses
SHA-256 before the pages are handed over to Dom0. These
are few of the valuable contributions however there is
tremendous amount of research being carried out by several
researchers for securing the VCCI.

IV. ATTACK SURFACE OF A CLOUD COMPUTING
INFRASTRUCTURE

We have identified two major types of attacks on a CCl i.e.
un-trusted malicious VM attack by malicious outsider, and
insider’s attack by a malicious cloud administrator as shown
in Fig.1, indicated by red color lines.

A. Malicious VM [ Outsider’s Attack

Normally malicious VMs may be belonging to the
competitor of an organization on cloud, or CSP. The objective
of this VM is to infect the services of an organization in order
to issue a DoS attack for their systems. This attack may be
carried out to threaten the reputation of CSP. A malicious VM
can mainly attack in two methods i.e. attack directly on other
VMs and affect the client applications with viruses, malwares,
Trojan horses or worms, or attacking on the host OS, if host
OS is compromised, attacker can exploit the hypervisor and
physical layer to misuse the client VMs and data. These kind
of attacks can destroy the overall computing infrastructure
because host OS is managing the hypervisor that is
responsible for providing significant tasks for the VMs such as

start, shutdown, pause and restart the VMs, monitor and
modify the resources available for the VMs, monitor the
applications running inside the VMs, view, copy, and modify
the data stored in the virtual disks assigned to the VMs. This
enables the host to monitor all the network traffic for all its
VMs [15]. In-case if a host is compromised then the security
of the VMs is under question. On the other hand, malicious
VM can also change the configuration of underlying hardware
and may try to steal the confidential data of an organization.
Hence measurement should be taken when configuring the
VM environment so that enough security standards should be
implemented which avoids the host being a gateway for
attacking the VM [15], and physical layer must be protect by
illegal access as it should be resistant to any malicious
software activity.

B. Malicious Administrator / Insider’s Attack

One of the primary security concerns in cloud computing is
that the customer loses direct control over potentially business
sensitive and confidential data. This needs more attention
because the CSP is outside the trusted domain of customer
[16]. The risk of a malicious insider is one of the most
dangerous security threats. The cloud security alliance report
lists malicious insiders as the number three top threat in cloud
computing [6]. Clients are not aware and fully trusting the
security technique used by the CSP when their data is on open
access cloud computing platform. They believe even if their
data is protected from outsider’s attack but how about
insider’s attack. It is possible that malicious cloud
administrator may, retrieve, view and misuse the confidential
data of an organization. In order to gain the trust of an
organization, CSP must provide them trustable security
standards that ensure the protection of their data-at-rest.

V. SECURE CLOUD COMPUTING INFRASTRUCTURE (SCCI)

To address the issues on CCI, we have designed a
conceptual model of SCCI on the public CCI that is shared by
multiple tenants including trusted and un-trusted user. Trusted
user is the organization who has signed a well-defined SLA
with the CSP to use the cloud service delivery models such as
SaaS, PaaS, and laaS (Storage-as-a-Service) on pay-per-use
billing pattern accessing via smart devices such as Notebooks,
Smart phones, Tablets etc. Un-trusted users refer to general
public who are registered online with the CSP for using some
shared service such as web-mail, media players, games etc as
shown in Fig.1 the services of a an organization are running
on VMs, we have illustrated the use of two VMs for the
organization, both VMs consists on guest OSs and
applications that are configured on Apache Tomcat server
along with a DBMS such as MySQL. The un-trusted users are
also assigned with VMs to access some free services provided
by CSP. The client VMs are managed by VMM in our case,
we have proposed the use of KVM hypervisor running on a
Linux Host OS. Since these VMs of un-trusted users are not
trusted, they might be malicious and their target might be to
threat the organization or the CSP. The proposed model is
divided into two major parts for managing the security i.e.
Management of security by CSP and client. CSP is responsible



to secure all layers of computing infrastructure against
outsider’s attacks. Clients are responsible to secure and
control their personal data against insider’s attacks by
acquiring a remote cryptography software using Security as a
Service (SECaaS). The proposed model is developed by using
several security tools as well as techniques such as SECaaS,
TPM, VvTPM, Virtual Firewall (VFs), Intrusion Detection
Systems (IDS) and TVD to eliminate the threats of malicious
VMs on the VMs of organization and to block the insider to
view or misuse the data of organization as shown in Fig.1. The
detailed mechanism of our security model is further described.
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Figure 1. Secure Cloud Computing Infrastructure SCCI

A. Securing the Virtualization Layer

We have proposed the use of IDTs, TVD, TPM driver,
VTPM and hypervisors-resident VF to secure the virtualization
layer that includes VMs and VMM. These tools will be
illustrated as follows:

1) Intrusion Detections Tools (IDTs)

IDTs will collect and analyze data from a computing
system, aiming to detect intrusive actions. We propose the use

of two main approaches for IDTs i.e. Network-based IDTs
(NIDTs) and Host-based IDTs (HIDTs), NIDTs will monitor
the network traffic flowing through the systems whereas
HIDTs will monitor the local activities on a host like
processes, network connections, system calls, logs, etc and
examining events like which files have been accessed and
what applications have been executed [17].

2) Trusted Virtual Domains (TVDs)

Since isolation is one of the main solutions to eliminate the
threat of malicious VMs attacking on VMs of trusted users. In
our model, isolation is achieved by using the technique of
TVD, which is formed at CCI by grouping the related VMs
running on separate physical machine into a single network
domain with a unified security policy. The multiple instances
of TVDs co-exist on a single platform under a shared resource
policy. The use of TVD provides strong isolation among un-
related VMs as the communication among VMs will take
places only according to the security policies configured by
administrator in the VMM. A malicious VM cannot join any
TVD because it should fulfil the access policy requirements so
no any malicious VM will affect the VMs of trusted users on
cloud [18]. Normally the VMs residing in a TVD are labeled
with a unique identifier. The labeling is used to identify the
assigned VMs to a particular customer and to allow the same
labeled VMs to run inside the same TVD.

3) TPM Driver and vTPM

In order to protect the KVM hypervisor from attacks of
malicious VM, we need to secure the OS kernel. To achieve
this, we have proposed the use of TPM driver at this layer. It is
a kernel-mode device driver designed for TPM, it will allow
the host OS to communicate with hardware TPM that will
provide more platform stability and eliminates the need for
vendor-specific device drivers. TPM driver can be used in
various OSs such as Windows and Linux to protect the OS
from attacks [19]. If OS is free from attacks the security of
hypervisor will remain alive. Since the physical TPM is used to
protect the host OS and underlying physical platform and the
use of VTPM, it provides same TPM like functionality for
VMs, each VM will have its own vTPM instance that will be
created by VTPM manager and will keep running throughout
the lifetime of the VM which will communicate with
underlying TPM through drivers. The use of vTPM will ensure
the integrity and consistency of VMs’.

4) Hypervisor-Resident Virtual Firewall

Hypervisor-resident VF that is implemented on the VMM
and it is responsible to capture malicious VM activities
including packet injections. The VF requires a modification to
the physical host hypervisor kernel to install process hooks or
modules allowing the VF system access to VM information
and direct access to the virtual network switches as well as
virtualized network interfaces moving packet traffic between
VMs. The hypervisor-resident VF can use the same hooks to
then perform all firewall functions like packet inspection,
dropping, and forwarding but without actually touching the
virtual network at any point [20].



B. Securing the Physical Layer

Physical layer is secured by a TPM. Its implementation is
available as a chip that is physically attached to a
platform's motherboard and controlled by software running
on the system using well-defined commands. It provides
cryptographic operations such as asymmetric key generation,
decryption, encryption, signing and migration of keys
between TPMs, as well as random number generation and
hashing [21]. TPM also provides secure storage for small
amounts of information such as cryptographic keys. Because it
is implemented in hardware and presents a carefully designed
interface, TPM is resistant to software attacks. Physical layer is
secure proof mainly by TPM’s Trusted Execution Technology
(TXT), it is a feature of Intel’s microprocessors and chipsets
commonly referred to as Intel vPro. It provides a late launch
capability for the secure creation and launch of virtual
execution  environments  called  Measured  Launch
Environments (MLESs) that can be launched anytime after a
platform is booted. Hardware protections are provided by TXT
against software based attacks on MLEs during launch and
while the MLE is executing [11]. The use of MLEs will
monitor the performance of computing infrastructure and block
any possible threats by outsider attackers to underlying
hardware.

C. Security as a Service / (Bit-Locker as a service)

By acquiring SECaaS, the administrator from an
organization will be able to protect their particular data storage
disks by performing cryptographic encryption and decryption
operations. This target will be achieved by providing remote
access of TPM enabled software i.e. Bit-Locker Drive
Encryption as a service to the client. It is a new security feature
that provides better data protection by encrypting all data
stored on the OS volume. For-example if client’s data is stored
on drive “C”, the CSP must enable the client to encrypt that
particular drive via Bit-Locker as a Service. Once the client’s
admin activates Bit-Locker on their volume, a password will be
required that will use a master or private key for the client and
upon successful activation, a recovery file will be generated by
the software, this file can be used in case of forgetting or losing
the master key, the master key and recovery file must be only
known to a highly privileged person from the organization such
as administrator and should be stored on an isolated device not
on the machine at which encryption has taken place. Once the
data is sealed by the client the volume will be displayed with
golden lock [21] as shown in Fig.1. However, Bit-Locker can
only be used with TPM to perform the required tasks such as
sealing and unsealing to protect the user’s data. Under this
mechanism of SECaaS, the clients will be confident that their
data are protected from any insider threat at CSP side.

V1. CONCLUSION AND FUTURE WORK

Cloud based solutions are cost-effective in-terms of
scalability, availability, on-demand self service, recovery and
flexibility. However, there are certain barriers of security that
are blocking the organizations from adopting cloud computing.

In order to contribute in the field of cloud computing security,
we have designed a conceptual security model i.e. SCCI. This
model is based on analysis, concepts and theories. However we
will focus on providing a practical prototype by implementing
the proposed model and evaluation results in our upcoming
research publication.
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